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AHHOTAUUSA

HacTtosawmnn [OKYMEeHT 4BASIETCS pPYKOBOACTBOM aAMUHUCTpATOpa 3SMUCCUMU
nporpaMMHo-anmnapaTHoro komnnekca «Cekper OupMbl» (ganee no TeKCTy -
NAK «CekpeT OupMbl», nnbo «CekpeT OUPMbI») U COAEPXKUT ONMCAHUE OCHOBHbIX
dyHKUMN, ocobeHHOCTEeN YyCTaHOBKW M 3KCrslyaTaumm npunoxeHus «APM DMmuccnm»
MAK «CekpeT Ounpmbi».

MAK «CekpeT ®upMbl» npeagHasHavyeH AN 3aWULWLEHHOro XpaHeHust AaHHbIX
Ha oTuvyxgaemoMm USB-HocuTene n npenocrtaBnsseT BO3MOXHOCTb MPUMEHEHUS 3TOro
HOCUTENA WUCK/IIYUTENIbHO B  BblAEJIEHHbIX CEerMeHTax CeTW, pas3pelleHHbIX
BnagenbLemM.

Mpoueaypa >3MUCCUM UCNONBL3YETCA ANA 3aluTbl CeTU opraHusaumm oT
NCNonb30BaHUSA cneumanbHbiX Hocutenen «CekpetT OUpMbI» APYrrMX OpraHm3auni.

OyHKUuMM agmMuHuctpatopa smuccum [MAK «CekpeT» [O/IKHbI BbIMOSIHATLCSA
cneumanbHO Ha3HAYeHHbIM [O/MKHOCTHbIM nuuoM, obnajarownmM HeobxoanMbIMU
3HAHUAMU N NOJSTHOMOUYUAMM.

Mepea HacTpomkonm u skcnnyataumen APM Dmuccum TAK «Cekper Oupmbi»
peKkoMeHAYyeTCq BHMMATE/IbHO 03HAKOMUTLCA C HACTOALWMM pYKOBOACTBOM.

okcnnyataums APM 2SMmuccunm TAK «CekpeT OupMbl» A0/HKHA AOMNOSHATHLCS
obWwmmMm MmepaMmn NpeaoCTOPOXHOCTM U pusndeckon 6esonacHocTm MNIBM.



«Cekpetr ®upMbl» PyKoBOACTBO aAMUHUCTpaTopa smuccmuu. 11443195.4012.03-92

COAEPXXAHMUE
AHHOTALLUS..........oeeeeeeecceeceeceesseesseesssesessseesssssssssssssssssessssssasssssssesssesssssssssssessesssessssssassssans 2
COLEPIKAHMUE .............eeeceeceeereeeseeseesseesseesssesssssesssessssessessssssesssesssssssssssssssessesssassssssssssasssasnnes 3
1 OOBLUME CBEACHMS ........ceeeeeeeeneeeneecneenaeesseessesseesseesssssssssssssessssssssesssssssssasssesssessssssssssessseessssssassasns 4

1.1 CocTaB MAK «CEKPET DUPMBID .....ccuveiieiiiieiieeeeeeeeeeeee et eae e e e eaeee e 4
1.1.1 ANNAPATHBIE CPEACTBA ..uvvveieeeiieeeee et eeeee e e et e e e et e e e eeteaeeeeeaaeeeeeeareeeas 4

1.1.2 [TPOrPAMMHDBIE CPEACTBA ...oeeeeeeeieeeeeiteee e e e e e e e e e eeareeeeeeraeeeens 4

1.2 HasHaueHne TMAK «KCEKPET DUPMBID ........ccueieieieeeiieeeeee e e e 5
1.3 TexHn4Yeckne yCnoBUSA MPUMEHEHMS KOMIITEKCA........ccooveeeeeeeeereeeeeeeeeeeeeeeeeeeeeaeee e 5

2 HAacCTPOMKA APM DMUCCHUM........ueeeeeeereeeeeeeceecssesssesseessesssesssesssessesssesssesssessesssesssessasssssssans 6
2.1 YCTAHOBKA TTO DMUCCUM ...ttt et 6
2.2 MNoaKNOUEHNE CHI, CH, CHCA . .. ..o 11
2.3 YctaHoBka cncteMHoro apamBepa CH M CHD ..o 11
2.4 HAUANO PAOOTBI c..ooiviiiiieceeeeeeeee ettt ettt et et e e e e eaeeeaeeenaeens 14

3 YNPABNIEHUE TTO DMUCCHM .........cueeeererecnerecneeeccseeessaseessssessssssessassesssssssssssssssssesssasssssasessnas 15
3.1 Co3aaHme aTaNOHHOTO CHI ..o 15
3.2 AYONUPOBAHME CHD oot 18
3.3IDMUCCUA CH M CHCA ..ottt et aeeeae e 21
3.4 CMeHa PIN-KOAA CHD ..o et 24
3.5 PasbmoKUPOBAHME CHD ..ot 26

4 NMepeyeHb NPUHATbIX COKPALLEHNUUN U OBOSHAUECHMM .........ccueeueeeecneerenreenennesseesenns 29



«Cekpetr ®upMbl» PyKoBOACTBO aAMUHUCTpaTopa smuccmuu. 11443195.4012.03-92

1 O6wume cBepgeHun

1.1 CocraB NAK «CekpeTr ®UpmMbI»

MAK «Cekpetr ®upMmbl» npeacraBnser cobor KOMMIEKC MNporpaMMHbIX U
annapaTHbIX CpeacTB, KOTOopble npeaHasHadeHbl Ans npuMmeHeHuss Ha [12BM Tuna
IBM PC, dyHkumoHupytowmnx noa ynpasneHmeMm OC Microsoft Windows XP/Vista/7
(Xx32 nnn x64).

MAK «CekpeT ®npMbI» COCTOUT M3 anmnapaTHbIX U NPOrpaMMHbIX CPeaCTB.

1.1.1 AnnapaTHble cpeacTBa

MunHMUManbHbIM cocTaB annapaTHbiX cpeacTB MNAK «CekpeT OUpMbI»:

— cneuunanbHbin HocuTenb «CekpeT OGupmbl» (aanee — CH);

— 2 cneumanbHbIX HOocuTensa cepeepa ayteHTudukaumm (CHCA) — 3TasOHHbIN
n pabounn;

— 2 cneumanbHbiX HocuTensa ammuteHTa (CHD) — aTanoHHbIM 1 pabouuni.

CH npeactaBnsieT coboi annapaTHbIN MOAYAb, BbINOAHEHHbIN B OpM-dakTope
dnew-gmncka c nHtepdencom USB, npegHasHaUYeHHbIN ANS 3aWMULEHHONO XpaHeHUs
MHdopMaLmMm Nonb3oBaTens.

CHCA - HocuTenb KN4yeBon MHpopMaumm cepeepa ayTeHTUDUKALNN.

CH3 - HocuTenb KN4YeBOM WHGOPMaALMM SMUTEHTA, KOTOpas MO3BONSAET
paznuyatb CH, aMUTUpPOBaHHbIE pa3/IMYHbIMW OpPraHM3aumUAMN-IMUTEHTAMMN.

CHCA n CHD no KOHCTpYyKUMn aHanormyHbol CH.

1.1.2NMporpaMMHbIE cpeacTBa

MporpammHble cpeacTtBa NMAK «CekpeT OupMbl»:

1) nporpammHoe obecneyveHune (MNO) paboyen ctanumm (PC) B cocTase:
- aApanesep USB-ycTponcTtBa Ans paboTbl B coCTaBe onepaunoHHOMN
cuctembl (0C);

- MO cepsuca PC;
- MO dunbTtpa USB-HOCKTENEN;

2) MO Cepsepa AyteHTndunkaummn (CA) B coctase:

- aApaneep USB-ycTponcTBa;

- MO cepsuca CA;

- MO APM agmuHuctpatopa CA;
3) MO aMuccmm B CoCTaBe:

- aApaneep USB-ycTponcrsa;

- MO cepBuca amuccum;
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- MO «APM 2DmMuccum».

BHUMAHME! O sMmuccmm n MO CepBepa AyTeHTUDUKALMKN NOCTABASOTCS B
cbope, npeaycraHoBsieHHbIMM Ha [2BM, cneundunkaums KOTOpbIX OroBapuBaeTCs
npu 3akase!

Mo PC npeaHa3Ha4vyeHo ans obHapyxeHus CH, ayTeHTudunKaymm
(ono3HaBaHuA) CH ¢ yuyactmem CA, nonyyeHuss AoCTyna K BHYTpPEeHHeM naMsaTu
dnew-gmncka co cTtopoHbl PC wn 6nokupoBaHus wucnonb3oBaHusa apyrmux USB-
HocuTenem nHhopMaumnu.

MO CA vCnonHSEeTCs Ha BblAe/IeHHOM KOMMblTEepe CerMeHTa JSIoKaslbHOM CeTu.
OHO npeaHasHadyeHo AN BbIMOMHEHUS onepauunin yaaneHHon ayteHTudukauymm CH
Ha PC u agMuHuctpuposaHusa CH. B kayectBe HocuTenss cO6CTBEHHOW K/IHOYEBOM
nHdopmaumm MO CA ncnonbdyeT CHCA, aHanormyHbin no KOHCTpyKuun CH.

Mpoueaypa >MUCCUN  UCMOMBb3YETCA A7 3aWuTbl CeTM OopraHmsaumm oT
ncnonb3oBaHnsa CH «CekpeT ®upMmbl» Apyrux opraHmsauun. B kauyectBe HocuTens
cobcTBeHHOM KntouyeBon nHdopmaumm MO amuccnm mncnonbdyet CHD, aHaNOrmyHbIN
Mo KOHCTpyKuumn CH.

1.2 Ha3zHaueHue MNAK «Cekpetr ®UpMbI>»

MAK «CekpeT GupMbi» npegHa3HadyeH A1s WUCNONIb30BaHUSA Ha CNyXebHbIX
KOMMbloTEpax, 06 beANHEHHbIX B KOPMOPATUBHYIO CETb.

MAK «CekpeT ®npMbI» NCNOb3YETCHA B Lensax:

1)3awmTbl KOpnopaTUBHOW KOHMUAEHUMANbHOW MHMOpPMaUUM, HaXoasiLeNcs
Ha USB-HocuTensax, oT nosay4YyeHus A0CTyna CO CTOPOHbI MOCTOPOHHUX NUL, B ciydae
KpaXXu n notepu;

2)3alunTbl KOpPNopaTUBHOW KOHMMAeHUManbHOW WMHMOPMaUMK, Haxoaswemncs
Ha USB-HocuTensix, OT HEeCAaHKUWMOHWMPOBAHHOrO AOCTyna B Cflydyae BblHOCa 3a
npeaenbl opraHmsauunu.

1.3 TexHunuyeckue ycroBus NpMMeHEHUs KOMIJIeKca

K TexHM4yeckmMm W MporpamMHbIM CpPeACTBaM KOMMbKOTEPHOM CUCTEMbI, Ha
KoTOopol mcnonb3dyetcss CekpeT OupMbl, NpeabaBASIOTCA Creayowme MUHUMAlbHbIE
TpeboBaHuA:

1)ana paboyen ctaHyumn:

- IBM PC cosBmectumas [12BM, pabotawowas noa ynpaBieHUEM
onepaunoHHomn cuctembl Microsoft Windows XP/Vista/7 (x32 nnn x64);

- cBoboaHbIN pa3zbem USB;

- obbeM AMCKOBOro MpoCTpaHCTBa A/ pa3MelleHUs NporpamMmMHOro
obecneyeHuns Ha XeCcTkoMm gucke NMN3BM - npumepHo 20 MbanT;

- CBA3b C CepBepoM ayTeHTUdmKaumm C  UCMOSIb30BaAHUEM
npotokonoB TCP/IP;

2)ans cepsepa aytTeHTudumkaumm (B cnydae, ecnum nocrasnsercsa He B cbope, a
Tonbko MO):
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- IBM PC coBMectumas [12BM, paboTtatowasa nog ynpaBneHnem
onepaunoHHomn cucrtembl Microsoft Windows XP/2003/Vista/2008/7 (x32
nnu x64);

- ABa cBobogHbIX pa3bema USB;
- MAK «Akkopa-Win32» («Akkopa-Win64»);

- obbeM AMCKOBOro MpoCTpaHCTBa A/ pa3MelleHUs NporpamMmMHOro
obecneyeHuns Ha XecTkoMm gucke NMN3BM - npumepHo 40 MbanT;

- CBA3b C paboynmMn CTaHUMSMW C MCNOSIb30BaHMEM MPOTOKOSIOB
TCP/IP;
3)ans APM smuccum (B cniydae, ecnin noctaBnsieTcss He B cbope, a Tonbko MO):

- IBM PC coBMectumas [12BM, paboTtatowasa nog yrnpaBieHnem
onepaunoHHomn cucrtembl Microsoft Windows XP/2003/Vista/2008/7 (x32
nnu x64);

- ABa cBobogHbIX pa3bema USB;
- MAK «Akkopa-Win32» («Akkopa-Win64»);

- obbeM AMCKOBOro MpoCTpaHCTBa A/ pa3MelleHUs NporpamMmMHOro
obecneyeHuns Ha XeCcTkoMm gucke NMN3BM - npumepHo 16 MbanT.

BHMMAHME! [na noakntodyeHusa Kk [OBM aByx wnm 6onee cneumanbHbIX
Hocutenen (CH, CHCA, CH3) moxeT ucnonb3oBaTtbcsad USB-xab. B aTtom cnyyae USB-
xab gomxeH 6biTb OCHALLEH COBCTBEHHbIM MCTOYHUKOM MUTAHUA.

2 HacTtpoitka APM SMuccum

2.1 YcraHoBka NO OMmuccum

Mepea HayanoM NpoBeAeHUs 3MUCCUKM cneumanbHbiXx HocuTenen MAK «CekpeTt
®upMbl» Heobxoammo noarotosntb APM DMuccun.

BHUMAHME! Ecnn Bbl npuobpenn APM 2Dmuccumn B cbope, TO AenaTb 3TOro He
HY>XHO!

Ha »ecTkmi AucK KoMMbkTepa, oTBeaeHHoro noa APM 3MuUCCUKN, HYXHO
ycTaHoBUTb 10 DMuccum.

BHMMAHME! Ecnn y Bac yctaHoBneHo 10 2muccum npeabiaylien Bepcuu, TO
nepea ycrtaHoBkon Hooro 1O o6s3aTenbHO BbINOAHUTE yaaneHue MO cTapon
BEPCMU U Nepe3arpysnte KomnbroTep!

Ons 3Toro cnepayer 3anyctutb C npunaraemoro CD wucnonHsiembit dann
SetupSecretEmission_v1.0.exe!) . B HacToAwWwwMiA MOMEHT MoAAep>XUBAETCs BapuaHT
YCTaHOBKMU (M AanbHenwen paboTbl BCEX MPOrpaMMHbIX KOMMOHEHTOB) Ha PyCCKOM
a3blke. lMocne 3anycka ucnonHaeMoro garna BbINOAHAETCS npoueaypa NoAroToBKU
K YCTQHOBKE W Ha 3KpaH BbIBOAUTCS CTapTOBOE OKHO C obuwen wunHdopMmaumen
(pucyHok 1).

D Ans OC x64 ucnonHsaeMslit dain nmeet HasBaHne SetupSecretEmission_v1.0_x64.exe

6
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& Ycranoswa [0 IMucHM E|§|

Bac npuBeTCcTBYET Macrtep
ycTaHoBkM 10 IMUCHK

3Ta NporpamMma yCTaHoOEMT MO ZMHCHMK Ha BAW KOMOBHITER,

Mepea HE4anoM YCTAHOEKH PEKOMEHAYETCA 3aKDEITE BCE
paboTaklHE NPHNO¥EHHA, 3T0 NOSE0NMT NpOrpare
WCTAHOBKKH OOHOBMTE CHCTEMHRBIE thaknel D83 NEpezarpy kK
KOMMEHITEPA,

HammuTe KHOMKY 'fanes’ ANA NpodonseHHA,

m.anee} | [ OTHEHA

PucyHok 1 - CtapToBoe OKHO npoueaypbl ycTaHoBku MO dmuccum

[na npoaosmxeHus npoueaypbl HeEObXoAMMO HaxaTb KHonky <[anee>. [ns
npekpalleHus npouecca yCTaHOBKU crieflyeT HaXaTb KHOMKY <OTMeHa>.

B cneayiowemMm okHe HeobxoAMMO yKasaTb MNyTb K KaTanory YCTaHOBKM
(pucyHok 2). Tlo yMOnYaHUKO YCTaHOBKa BCEX MNPOrpaMMHbIX KOMMOHEHTOB
BblnonHseTcsa B kaTtanor \Program Files\OKB SAPR JSC\Secret\Emission. Katanor,
npepnaraeMbin Mo YMOSYaHUO, MOXeT O6biTb WM3MEeHEeH NnoCpeaACTBOM pPY4YHOro
penakTUpoOBaHMS WM 3a4aH C NOMOLWbK cTaHaapTHoro auanora OC Windows,
BbI3bIBAEMOIr0 MO Ha)XaTum KHonknm <0630p...>. EcCnmM ykKasaHHbIA KaTanor He
cylwecTByeT, OH byaeTr co3aaH NporpaMMon YCTaHOBKM aBTOMATUYECKN.
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# Ycranoexa M0 ImucHm

Brfiop nanku ycraHoBKH e
BriDepHTe Nanky ANA YCTAHOBKK [0 SMHCHH, R 9 ?

Mporpamta YCTAHOEHT M0 IMMCHH B YKa3aHHYHD Nanky. YTofkbl YCTaHOBMTE NPHNOHEHHE B
APYTYHD MANKY, HEKMMTE KHOMEY '0030p' M vikawmTe ee, Hawmute kHonky 'danee’ ana
MpoACN#EHNA.

Manka Yo TaHoBKH

B_:\Program Files\OKE SAPR JSChSecretiEmission

TpebveTca Ha ancke; 12.5 MBanT
AocTynHO Ha amcke: 38,9 FEaAT

[ <= Hazaa ” fanee = ] [ OTHEHS

PucyHok 2 - Bbi6op kaTasnora yctaHoBku MO dMuccum

Mocne BbibOpa KaTasora yCTaHOBKW crneayeT HaXaTb KHOMKy <[lanee>, B
NnosIBUBLLEMCS faflee OKHe BblbpaTb MeCTO pa3MelleHUs SpJiblIkOB MNporpamMmbl B
MeHtlo «[llyck» (nanka, npegnaraeMas no YMONYaHWUIO, MOXET OblTb WM3MEeHeHa
NnoCpeacTBOM PYYHOro pefakTUPOBaAHUS) M HaxaTb KHOMKY <YCTaHOBUTb>. [anee
HauMHaeTCs npouecc KonmpoBaHusa HanioB Ha XeCTKUN AUCK (pUCyHOK 3). B uucno
yCTaHaBnBaeMblX KomnoHeHToB [10 dMuccum BxoasaT: apamBep USB-ycTtponcTsa,
MO cepsuca amuccun, NO «APM dMuccumn».
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$ Ycranosua 0 ImmcHm

Konuposanue gafinos

MoAowAMTE, MAET KOMMPOEAHHE Gafinog MO IMHCHH. . . { 9 ?

BrinonHAETCA weTaHoeka Microsaft Yisual C++ 2008 Redistributable Package (x586)

PUCyHOK 3 - YCTaHOBKa NpPOrpaMMHbIX KOMNoHeHToB MO dMuccun

Mpn ycTaHOBKE NpPOrpamMMHbIX KOMMNOHEHTOB APM DMMccUn MOXET BbiIBOAUTLCS
coobuieHmne 06 oTCyTCTBUM TecTa Ha coBMecTUMOocCTb ¢ OC (pucyHok 4). Heobxoammo
BblbpaTb NMYHKT <Bce paBHO NpOAO/IKUTL>.

YcTaHoera oDopyaoBaHHA

L] "_I., [N porpardriHoe ofECAEYEHKE, YCTAHAENMEAEMOE 105;
L

Secret Specialtdedia Device

HE TECTHPOEANOCE HE COBMECTUMOCTE C WWindows P, |
[NogpofiHes 0 Takakd TECTHMOOEaHMM, |

YcTaHoBKa 3TOr0 NPOrpaMMHOro oGecneYyeHMa MoXeT
HApYWMTE patoTy cMcTemMu. Microsoft pexomenayer
NPEKPaTHTE YCTAHOBKY M 0OPaTMTBCA K NOCTABUWMEY
NporpamMmMHOro ofecneyeHys 5a BEPCHER, Npoenen
NpoBEPKY HA COBMECTHMOCTE.

Brce pagHo Opoaon#uTe ] | MpEtpaTHTE YoT SHOBKY |

PucyHok 4 - Mpeaynpexparowiee coobueHme

Mo 3aBepweHun npouecca KonmpoBaHua dannoB Ha 3KpaH BbIBOAUTCH
coobuieHmne 06 OKOHYaHUM npoLuecca YCTaHOBKU (PUCYHOK 5).

Bbixoq w©3 nporpamMMmbl  YCTAaHOBKWM BbIMOJIHAETCA MO HaXaTun KHOMKU
<[ oTOBO>.
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© Ycranoewa 10 IMHCHM FL_—JIEHE

3aeepleHne paboTu MacTepa
ycTaHoBkM 10 IMUcHKM

¥CTaHoBKa [0 IMHCHH BRINONHEHA,

HammuTe kHonky "MoToeo" ANA BelX0Aa M3 NporpaTtel
WCTAHOEKH,

[oToED

PucyHok 5 — OKHO 3aBeplueHus npouecca ycraHoBku MO dMuccum

MNocne ycnewHoro 3aBepLlieHns npouecca yCTaHOBKM MOXHO HadaTb 3MWUCCUIO
«CekpeTa».

BHUMAHME! [na pabotbl ¢ npunoxeHmeMm <«APM 2Dmuccum» [MAK «Cekpet
Oupmbl» Ha MOBM pgonxHa 6bITb ycTaHoBAeHa nnata «Akkopa»'. OTo nossonut
3aNTUTb CETb OT HECAHKLMOHMUPOBAHHOIO A0CTYyna.

Mpu oTCcyTCTBMM NNaTbl «AKKkopa» pabota ¢ «CekpeToM» HEBO3MOXHaA.

B cny4dae npmnobpeterHus APM amuccum B cbope, Bce HE06X0AMMbIE KOMMNOHEHTDI
Ha Hero npeayCcTaHOBJIEHbI.

Ecnn Ha M2BM He ycTaHoBneHa nnata <«Akkopa», To nocne 3anycka [10
OMUCCUKM Ha IKpaH BbIBOAUTCH Npegynpexaatolee coobuweHmne (pUCyHoOK 6).

PucyHok 6 - MNpeaynpexpaatouee coobuieHne 06 oTCyTcTBUM Nnatbl «AKKOpA>»

D NMoapobHee cM. Ha caitTe www.accord.ru.

10
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2.2 MoaknrouyeHmne CH3, CH, CHCA

MoakntoyeHne ocyuwecrensercs ycrtaHoskon CHD, CH, CHCA B cBobogHbie
USB-pa3beMbl cucTEMHOro 6510Kka KomnbtoTepal.

2.3 YcTaHoOBKa cucrteMmHoro gpanBepa CH n CH3

BHUMMAHME! ans KOppPEKTHOM YCTaHOBKM Apavieepa HeobxoamnMo
naeHTMduUUMpoBaTbCad B CUCTEMe B KayecTBe MNoJjb3oBatesids C NpaBaMu
aAMMHUCTpaTopa.

Mocne yCTaHOBKM Ha XecTkun gnck MO dmuccum (cm. pasgen 2.1) npm nepsom
nogkntoyeHmnmn ycrtpomctea «Cekpetr OupMbl» K USB-nopTy onepaumoHHasi cuctema
obHapy>XunBaeT HOBOE YCTPOMUCTBO (PUCYHOK 7).

jr.! HaiaeHo HoBoe obopy AOBaHWe
SECRET

= [ "CekpeT DHpHEL. . < 14:30

PucyHok 7 — OnoBeuwieHne 06 o6Hapy>xeHun CH

[anee npoMcxoanT aBTOMATUYECKMN 3anyCK CUCTEMHOM nporpammbl «MacTtep
HoBOro o6opyaoBaHus»2, Ecnu B HacTpolikax OC BK/IOYEH PEXMUM aBTOMaTUYECKOro
obHOBNEHUS ApanBepoB, TO Ha 3KpaH BbIBOAUTCS MpeasioXeHue BbIMNOJHUTb MOUCK
nogxoasuwero gpaveepa B cetn MIHTepHeT (pucyHok 8). Heobxoammo BbibpaTb <HeT,
He B 3TOT pa3> W HaXxaTb KHOMKy <[anee>.

) B cnyyae Heymo6bHoro pacrnonoxeHus USB-ropta Ha cUCTEMHOM 6/10Ke KOMMbloTepa
pPEKOMEHAYETCS MCNOMb30BaTb YANMHUTENbHbLIN Kabenb USB, 310 npenoxpaHnt «CekpeT» (a Takxe u
BCE JApyrve npuMmeHsemble USB-ycTpoMcTBa) OT MOAOMOK W o0b6neryMt ero noaksoyeHne w
OTKJII0YEHMUe.

2 Ecnu aBTOMaTMYyeckoro 3anycka «MacTepa HOBOro 060pyAOBaHWs» He MPOUCXOAMT, €ero
MOXHO MHULMMPOBATL ABYMS LLeNYKaMU MbIWW MO 3HAYKY NOAKAKOYEHHOro YCTPOMCTBA, NOKa3aHHOMY
Ha puUcyHke 7

11
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Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will search for curent and updated software by
looking on vour computer, on the hardware installation CO, or an
the “windows pdate Web site [with pour permiszsion).

Fead our privacy policy

Can Windows connect to Windows Update to search faor
goftware?

() ¥es, thiz time only
) Yes. now and every time | connect a device
{®) Mo, nat thiz time

Click Mest ta continue.

l Hest > II Canicel

PucyHok 8 - OKHO noucka Tekywero n o6HosneHHoro NO

B cnepgywowem okHe nporpaMmbl «Mactep HoBoro obopyaoBaHus» cnepyet
BblbpaTb NYHKT <«ABTOMaTu4yeckasi YCTAaHOBKa» W HaxaTb KHoNKky <[anee>
(pucyHok 9).

Found New Hardware Wizard

Thiz wizard helpz you install software faor:

Secret SpecialMedia Device

{ \J If your hardware came with an installation CD

5,

2 or foppy dizk. inzert it now.

What do you want the wizard bo do?

{(®¥install the software automatically [Fecommended}

() Install fram a list or gpecific location [Advanced)

Click Mest ta continue.

¢ Back ” Hest > I[ Cancel

PUCyHOK 9 — OKHO YCTAaHOBKM HOBOro o6opyaoBaHmsa
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Mocne 3TOro HaYMHaeTcs npouecc yctaHoBku apameepa CH (pucyHok 10).

Found New Hardware Wizard

Pleasze wait while the wizard installs the zoftware...

% Secret SpecialMedia Device

L c/

Setting a zystem restore point and backing up old files in
case vour system needs to be restored in the future.

PucyHok 10 - YcTtaHoBKa agpaiBepa CH

Mpn ycTaHOBKE ApanBepa MOXET BbIBOAUTbLCA coobuieHne 06 OTCyTCTBUM TecTa
Ha coBMmecTumocTb € OC (pucyHok 11). Heobxoammo BbibpaTb NYHKT <Bce paBHO

NPOAOIKUTL>.
Hardware Installation

L] E The zoftware pou are installing for this hardware:
[

Secret Specialedia Device

has not pazzed Windows Logao testing ta werify its compatibilitg
with "indows =P, [Tell me why thiz testing is importart. |

Continuing your installation of this software may impair
or destabiize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
paszed Windows Logo testing.

LContinue Anyway ] EéTDPInstallatinn |

PucyHok 11 - NMpeaynpexxpatouiee coobuieHme
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Mocne yctaHoBku pgpameepa «Cekpeta» B OC (OH noMmewaeTcs B Manky
\Windows\System32\Drivers) Ha 3KpaH BbIBOAMUTCS OKHO 3aBepueHuns paboThbl
nporpamMmebl «MacTtep HoBoro obopyaoBsaHuns» (pUCyHok 12).

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed installing the software for:

@ Secret Specialtedia Device

Click Finish to cloze the wizard.

Finizh

PucyHok 12 - OkHO 3aBepuieHus pab6oTbl MacTtepa HOBOro o6opynosaHus

Mo HaXaTum KHOMNKKN <[ OTOBO> BbIMOJIHAETCH BbIX04 U3 NPOrpamMmMbl YCTaHOBKM
aApansepa CH.

Mpoueaypa ycTaHoBKM apavBepa CHD aHanornmyHa npoueaype, OMUCAHHOWM
BbilLE.

2.4 Hauano pa6oTtbl

o Havana nposeaeHus npoueaypbl ammccmm CH (CHCA) Ha XeCTKuMh AucCK
KoOMMNbloTepa AO0/MKHO 6biTb  yctaHoBneHo [10 Omuccumnm T1AK «CekpeT ®Pupmbl»
(cM. nogpasgen 2.1), BbIMOJIHEHO noAKJ/Ilo4eHne CH (CHCA) 7 CH>
(cM. noagpasgen 2.2) n npousseieHa yctaHoBkKa cuctemHoro apamsepa CH (CHCA) wm
CH> (cm. nogpasgen 2.3).

Mpwn nepsom MCNOJ/Ib30BAaHNN MO 2Muccmmn MAK «CekpeT  ®Oupmbl»
AOMUHUCTpaTopy Heobxoammo co3aaTb 3TanoHHbIM CHD (cMm. 3.1), KOTOpbIM B
AanbHENWeM XpaHUTCa B cende u MoXeT OblTb WCNoAb30BaH TONIbKO A1s
BblNOSIHEHUSA onepaunn gybnnposaHusa CHS.

Mocne co3pgaHma  3TanoHHoro CHS  HeobxoaumMo nyTeM  onepauuu
aybnuposaHua cospgaTtb paboumin CHD (cM. 3.2), NOMOLWbBbIO KOTOPOro BbIMNOJIHAOTCS
BCe AeNCTBuUs, cBsA3aHHble c ammuccmen CH «CekpeT Oupmbi».

Mpn yTepe unu Bbixoae M3 cTpos paboyero CHD BO3MOXHO CcO34aTb HOBbIN
pabounin CHS c nomoulbo Ay6nnpoBaHmMs 3TanoOHHOrO.

14
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Pabounit CHD He MOXeT MCnonb30BaTbCs ANns AybnmposaHums.

BHUMAHME! [na paboTbl cneayetr wWCnonb3oBaTb Tonbko pabounn CHD.
OTanoHHbIn CHD HeobXxoAMMO HaAEXHO COXpaHWTb B cende opraHmsaumm BO
nsbexaHme kpaxum nnu notepu. MNMpu ytpate satanoHHoro CHS aybnmpoBaHune HOBbIX
pabounx CH3 cTaHOBUTCA HEBO3MOXHbIM!

B pe3ynbTaTe BbINOJHEHUS Npoueayp co3aaHums 3TanoHHoro (paboyero) CHS
dopmupyeTcsa PIN-kog n Koa perncrpaumm atanoHHoro (paboyero) CH3.

Koa pernctpauum Heobxoamm ANns BbIMOSIHEHMSA onepauun pasbioknpoBaHus
CH2. MNMoapobHee cM. nogpasaen 3.5.

PIN-koA4 B ganbHenweM notpebyeTrcs KaxAabl pa3 npu BbINOJHEHUN Npoueayp
aybnuposaHna un ammccnm CH (CHCA) (noapobHee 06 3TOM CM. COOTBETCTBYHOLLME
nogpasgaensl 3). B cnyyae Heobxogmmoctu (Hanmpumep, npu KoMmnpomeTaumm PIN-
koaa) PIN-koa MoxeT 6biTb M3MEeHEH. NS BbIMOMHEHUS 3TOW onepauun notpebyertcs
3HaHue cTtaporo 3HayeHunsa PIN-koaa.

CnepoyeT 3anoOMHUTb WM HaAeXHO coxpaHuTb PIN-kog n Kop permcrpauuu
paboyero n satanoHHoro CH3.

BHUMAHME! T[lpu vyTepe Kkoga peructpaumm pasbnokmposaHme CHD
CTaHOBUTCH HEBO3MOXHbIM!

Mocne BbINOAHEHUS BCEX OMUCAHHbIX Bbllle onepaunin MoxeT bbiTb NpoBeaeHa
npoueaypa ammccun CH (CHCA) no npeavsasneHun koppektHoro PIN-koga CH2.

3 YnpasneHue NO dMmuccmn

3.1 Co3zpaHue 3TtanoHHoro CH3

Mpu nepsom ncnonbzosaHuu MO IMuccmm MNAK «Cekpetr ®upmbl» HeobXxoanMMo
co3aaTb 3TasloHHbIM CHD, KOTOpbIN B AafibHENLWEM MOXET 6biTb MCNONb30BaH TOMIbKO
ANS BblNONHEHUS onepaunn aybnnposaHuns CHS.

BHUMAHME! Bo BpeMs BbINOSIHEHUS oONepauui, CBSA3aHHbIX C CO34aHMEM
3TanoHHoro CH2, He oTkntouyanTe ycTtponcteo «CekpeT» oT USB-nopTta KoMnbioTepa,
T.K. 3TO MOXET NPUBECTU K HapyLleHunto ero pabotocnocobHocTu!

ansa co3paHusa 3tanoHHoro CH2 Heob6xoaMMO BbINOMHUTL nogkatodyeHmne CHI k
USB-nopty koMmnbioTepa (CM. 2.2) wn 3anyCcTuTb nNpunoxeHme <«APM SDmuccumn»,
rnaBHOE OKHO KOTOPOro nokasaHo Ha pucyHke 13. [laHHOoe npunoxeHne MoxeT 6biTb
3anyuweHo nocpeacTtsoM BbibOpa MyHKTa MEH0 Myck->TMporpammbl=>T10
2Mnccmn->APM Dmuccun.

B naHHOM oOkHe cnepyeT BblbpaTb BkIagky «leHepauus». OHa copoepXuT
CMNMCOK MNOAKJ/TIOUYEHHbBIX 3MUTUPOBAHHbLIX MnpoussBoauTenem CHD c ykasaHueM wux
CepumnHOro HomMepa.
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= APM Jmucom [Bepova 1.0 {build 00191)] -

Mann
SMMTHPOESHHE CH AyBnHpoEaHHE MEHERAUHA ¥pagneHHe CH

CHapAMEHHEIR paboqmid CHZ

ZAMEOK NOAKTHHEHHEX NEPCOHANMEHPOE3HHEX CH

CEpHAHEIM HOMED

SMHMTHPOBATE. .

Ebixoa

e

PucyHok 13 - TnaBHoe OKHO npunoxxeHusa «APM dMmuccun». Bknagka «lfreHepauyus »

B cnucke noakntoyeHHbix CHD cneayeT BblAenUTb HYXHbIn CHD mn HaxaTtb
KHOMNKY <l'eHepupoBaTb KKOYEBYIO MHPOPMaLULO...>.

B nosBuBwemMcs OKHe Heobxoammo BBeCTU uMSA peructpupyemoro CHD
(pucyHok 14). Ima npeacrtaBnser cobom CTPOKY, ASIMHA KOTOPOW OrpaHumyeHa 32
NMpoOM3BOJIbHbIMN CUMBOAMN. B KayecTBe MMeHn uenecoobpasHo UCNoAb30BaTb O4HO
WAM  HECKONbKO C/0B, XapakTepusylwmx npuHagnexHoctb CHD wnam  ero
HasHayeHne (B 3TOM CNy4dae UX Nerko oTInYnTb Apyr oT apyra). Uma «CekpeTa» He
CBSI3@HO C 3alUMTHbIMKN DYHKLUMSAMU U 3a4aeTcs TONbKO Ans yaobcTBa nonb3oBaTens,
MO3TOMY HE HYXHO CTPEMUTBLCH K TOMY, UTO6bl MMS 6bI1I0 CNOXHbBIM UM YTOBbI O HEM
6b1210 TPyAHO AoraaaTbhCs.

= eHepaLWA KNioUYeeoid MHopMaLi

WMA CH SIMHCCHA

OTHEHS

PucyHok 14 — OkHO ansa Beoaa uMmeHun CHD

Mocne  ycCnewHoOro BbINOJIHEHUS  Npoueaypbl  reHepauum  K4YeBOU
nHdopmaumm ansa CHD Ha 3KpaHe NosiBNSeTCS cieaytollee OKHOo:
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PucyHok 15 - OnoBeweHue 06 ycnewHoi reHepaumm KU pna CHD

3aTeM Ha 3KpaH BbIBOAUTCS OKHO C OCHOBHOM MHpopMaumen 06 CHI:

= EHEPAL|HA KNIDYEeB0H HHIpPOPMALLMM

KPaHHTE AaHHYHD b I T 1 HECTE!
MaeHTHEMEATOR CEKpETA! 0000001 266

K08 peErncTpaukH: 0651734951595754
PIN-koA: 122596

MeqaTe FaKpEITE

PucyHok 16 — OKHO C OCHOBHOM KJitoueBoi nHpopmaumein 06 CHD

BHMMAHME! HeobxoaMMo 3anOMHUTb WAW HAAEXHO coxpaHuTb PIN-koa v koA
peructpaumm CHD, 3HaHMe  KOTOpbIX MO3BOASET MNOJIy4YnTb  AOCTyn K
COOTBETCTBYHOLWMM YHKUMAM, CBA3aHHbIM C 3Muccmen CH u CHCA «Cekpet
®upmMmbl». IMeeTcss BO3MOXHOCTb ne4daTn koaa perncrtpaumm n PIN-koga CH3 (npwm
HaNM4YMM NOAKOYEHHOr0 NpUHTEpa).

CnegyeTr NOMHUTb 0 HEOHXOAMMOCTU COXPaHEHUS 3TUX AaHHbIX HEAOCTYMHbIMU
TpeTbum nuuam!

Hanee cnepyetr HaxaTb KHOMKY <3akpbiTb>. EcCnmM perncrpaymoHHas
MHdopMaLmsa He pacnedyaTaHa, TO Ha dKpaHe NosiBAsieTCs ornoBellatouee OKHO:

eHepaLma KNioYeBoH MHOpMaLmM9 | X ]

PErMCTpaLHOHHAA MHEOPMALKMA HE PAcMEYaTaHa.
PacneqaTtate?

Aa = CITMEHA

PucyHok 17 - Mpeaynpexxpatouiee coobueHme

Mpn HanNWM4YMM NOAKNOYEHHOrO0 NPUHTEPA MMEETCHA BO3MOXHOCTb pacnedyaTaTtb
nHdopmauymio 06 CHI, HaxaB kKHonKy <[a>. B cnydae, ecnu nedyaTtb He Tpebyetcs,
cneayeTt HaxaTb KHOoNKy <HeTr> nnu <OTMeHa>.
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[anee Bo Bknagke «YnpasneHme CH3» nossnserca nHdopMauns 0 TOSIbKO YTO
3aperncTpmposaHHoM  3TasioHHoM CH3  (pucyHok 18). Tlpn 3TOM  cCTaTycC
3aperncrpmpoBaHHoro CH3 mnameHsaetcs Ha «CHapsi)KEHHbIN 3TaNOHHbIN> .

== APM 3muccun [Bepcua 1.0 (build 00191)] - |

Dakn
SMHTHPOEaHKE CH AyEnHpoEaHke eHepauma ¥MNpasneHHe CH=

CAHCOK NO0AENHHEHHEL CHApA%EHHBE: CHZ:

EQ _':::'I'IHIIEIHHE _'ZZI:u:Tl:I::lHHE || ZHeHMTE PIN-Koa...

SME ( AEHHEIM 3T aN0HHEIA

Eelxoa,

=

PucyHok 18 — NaBHoe OKHO npunoxxeHmnsa «APM Odmuccun». Bknagka «yYnpasneHme CHO»

Ona panbHenwen pabotbl ¢ MO OMuccun MAK «CekpeT OupMbI» Heobxoanmo
co3gatb paboumn CHI ¢ nomowbio onepaumm aybnumpoBaHusa 3TanoHHoro CHD.
OTanoHHbIn CHD HeobxoAMMO HaAEeXHO COXpaHuTb B celde opraHusaumn. OH
AO/KEH MCNOMb30BaTbCA UCKAKUYUTENBHO B Lenax aybnmposanmsa CHI.

3.2 Ay6nunposaHue CHD

Mepen BbinonHeHueM npoueaypbl amuccum CH (CHCA) HeobxogmMo nyTem
aybnmposaHua atanoHHoro CH3 co3aatb pabounin CHD, ¢ nomoLbo KOTOporo 6yayT
NMpPoOM3BOANTBLCA JAallbHenwme L[encTBus, cBs3aHHble ¢ paboton O 3SMuccumn
MAK «CekpeT Onpmbi».

Ons aToro Heob6xoamMMo noakA4UMTb HOBbIM CHD Kk USB-nopty APM amuccuu.
Mpu 3ToM aTanoHHbIM CH3 gonkeH 6bITb NOAKAOYEH BO BTOPON pa3beM CUCTEMHOIO
6noka koMmnbloTepa (TakXe BO3MOXHO ucnonb3oBaHme USB-xaba ¢ cobCTBEHHbIM
WCTOYHUKOM NuUTaHus, cM. 1.3).

BHMMAHME! Bo BpeMS BbINOJIHEHUS OMnepauui, CBs3aHHbIX ¢ AybnmpoBaHuem
CH>, He oTkntouanTe yctponcTtBa «Cekper» oT USB-nopta KoMmnbiTepa, T.K. 3TO
MOXET MPUBECTU K HapyLweHnto nx paborocnocobHocTun!
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[anee cnepyet 3anyctuTb nNpunoxeHne «APM DMmuccumn» mn BblbpaTb BKNaakKy
«QybnunposaHue» (cM. pucyHok 19). OHa coaepXWT CrAMCOK NOAKNOYEHHbIX
nepcoHanuampoBaHHbiX CH3 ¢ yka3aHuMeM nx CeEpMmnHOro Homepa.

APM Stavconn [Beposa 1.0 (build 00191)] -]

marn

SIMHTHPOEAHHE CH AAnNHPOEaHHE [EHERALMA WMpAENEHKE CHZ

ATaNOHHEIR CH3

HAEHTHEHEATOR!

1 3TaN0HHEIA
peT Dkpsr

NEPCOHANMEMPOEaHHED: CHZ

AyANMPOEATE 3TAN0OHHEI CH3, ..

Etlxoa,

£
PucyHok 19 - lMpunoxxeHne «APM dmuccun>». Bknaagka «yénuposaHue>»
B cnucke noakntodyeHHbix CHD cneayet BblAenuUTb HYXHbIn CHD mn HaxaTtb
KHoMKy <[ly6nunpoBaTb 3TanoHHbIM CHD...>.
B nosBuBweMca okHe Heobxoammo BBectu PIN-kog sTanoHHoro CHDJ,
NMoONy4YeHHbIN Npu ero cosgaHum (pmcyHok 20).

Ayonuvpoeadye CH3

EBeeamTe PIMN-K04

MaeHTHdmkaTop Cekperta: 0000001 266

lMa CekpeTta: SME

PIN-k0a; |

PucyHok 20 - OkHo BBoaa PIN-koaa atasioHHoro CHD
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Mpn ycnewHoM BbiNOAHeHUN AybnupoBaHms CHD Ha 23KpaH BbIBOAUTCS
COOTBETCTBYOLLEEe onoBelleHne (pucyHok 21).

APM IMMcoim |?]

o AwBnNMpoOBEaHHE 3TanoHHOrD CHY ERINOAHEHD YCNEWHD

(0]

PucyHok 21 - CoobuieHme 06 ycnewHom ayé6nmposBaHmm 3tasoHHoro CH3

[lanee Ha 3KpaH BbIBOAUTCA OKHO C OCHOBHOM WMHOpMauMen O TONbKO 4TO
co3aaHHOM pabouyem CHI (pucyHok 22).

= APM IMMCCHM

XPEHHTE AaHHY TYAHOM APWYT

MaeHTHEMEATOR CEKpETA! ooooo0l ey

K08 peErncTpaukH: 3393718523598913
PIN-koA: 284071

MeqaTe FaKpEITE

PUCYHOK 22 — OKHO C perucrtpauymMoHHbIMU AaHHbIMK pa6boyero CH3

BHMMAHME! HeobxoaMMo 3anOMHUTb WKW HAAEXHO coxpaHuTb PIN-koa v koA
pernctpaumn pabodero CHD, 3HaHMe KOTOPbIX MO3BOMSET MOMAYYUTb AOCTYN K
COOTBETCTBYHOLWMM (PYHKUMNAM, CBSA3aHHbIM C 3Muccnen CH «CekpeT OupMbI».
NMeeTcsi BO3MOXHOCTb ne4yaTtun kogda perunctpaunmm n PIN-koga CH3 (npu Hanuumu
NOAK/KOYEHHOro NpuUHTEpPA).

CnegyeTr NOMHUTb 0 HEOHXOAMMOCTU COXPaHEHUS 3TUX AaHHbIX HEAOCTYMHbIMU
TpeTbum nuuam!

3aTeM creAyeT  HaXaTb KHOMKY <3akpbiTb>. Ecam permncrpaunoHHas
nHdopMaumsa He pacrneyaTtaHa, TO Ha 3KpaHe MoSIBNAETCS ONOBELWEHUNE:

APM AMMCCHM

CTPALHMOHHSA HHDOPMALKMA HE PACNEYSTaHa.
PacneqaTtate?

da 2] OTHEHS

PucyHok 23 - NMpeaynpexpamowiee coobuieHme
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Mpn HanNWMYMM NOAKNOYEHHOrO0 NPUHTEPA MMEETCHA BO3MOXHOCTb pacnedyaTaTtb
nHdopmauymio 06 CHI, HaxaB kKHonKy <[a>. B cnydae, ecnu nedyaTtb He TpebyeTtcs,
cneayeTt HaxaTb KHOoNKy <Het> mnm <OTMeHa>.

[anee Bo Bknagke «YnpasneHme CH3» nossnsercs nHdopMauns 0 TONIbKO YTO
co3aaHHOM pabouyem CHI (pucyHok 24).

= APM Jmucom [Bepora 1.0 (build 00191)] -

harin
SIMHTHPOE&HKE “H AwOnHpoEaHHE [eHepauHA ¥npagneHHe CH3

COK No4KNHYEeHHE!

CEpMAHEIA HOMER | ONMCaHKE COCTOAHKE

0000001 266 CHADAMEHHRIA 3T AN0OHHEI
0000001267 SME CHApAXEHHEIR panoUHA

Eblxog

PucyHok 24 - «APM Omuccun>». Bknagka «ynpasneHme CHI»

OTanoHHbin CHD Heobxoammo m3snedb U3 USB-pasbema cuctemHoro 6noka
KOMMbOTEPA W HAAEXHO COXpaHUTb B cende. Bce panbHenwme A[enCTeus,
CBsi3aHHble C wucnonb3oBaHueM [0 Smuccunm TMAK «CekpeT @PupMbl», AOSKHbI
BbINOJIHATbLCS C NpUMEHEHNeEM Tonbko paboyero CH3.

3.3 3muccua CH mn CHCA

[o Ha4dana BbINOAHeHUS 3Muccmm CH Ha XEeCTKui AUCK MnepcoHasbHOro
KOMMbOTEPA AO/MKHO ObiTb yCTaHoBNeHO [10 DMmMcCcUM U BbIMOSHEHbI MpoLeaypsbl
co3aaHusa 3TalloHHOro un paboyero CHD (cm. 3.1 mn 3.2 COOTBETCTBEHHO). B
pe3ynbTaTe BbINOJIHEHUS onepaunn co3gaHusa pabodero CH3 dopmupyrotca PIN-koa
n Koa peructpaunmn pabodero CH3, ¢ nmcnonb3oBaHMEM KOTOPbIX OCYLLUECTBNSETCS
amuccua CH.

Ons  BblnonHeHus npoueaypbl  sMuccmm  CH  HeobxoAMMO  BbIMOSHUTDL
noakntoyeHne CH u pabouero CHD «Cekper» (cm. 2.2). lpu 3TOM BO3MOXHO
ncnonb3oBaHue USB-xaba ¢ cobCTBEHHbIM UCTOYHUKOM NuTaHua (cm. 1.3).
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BHUMAHME! Bo BpeMs BbINMOJIHEHMA Onepauui, CBs3aHHbIX C aMuccumen CHD,
He oTK4YanTe yctponctBa «Cekper» oT USB-nopTa kKoMmnbioTepa, T.K. 3TO MOXeET
NMPMBECTM K HapyLweHUto nx pabotocnocobHocTun!

3aTeMm Heob6xo4nMO nocpencTsoM Bblbopa NyHKTa MEH0
Myck->MNporpamMmmbl>10 DMUuccun>APM  SMuccum  3anyctutb npuioxeHne <«APM
DMUCCUN>», TNTABHOE OKHO KOTOPOro NoKas3aHo Ha pUCyHke 25.

= APM Inucomn [Bepova 1.0 (build 00191)] -]
makn
SMMTHROEaHHE CH Ay EnHpOEaHHE eHepauma ¥npaeneHke CH
CHapa#EHHE paboumi CHS
laEHTHBMEATORD:
ONMCaHre: SME

COCTOAHME! CHApA¥EHHEIA panoyHiA

THM: Ok "CekpeT DHpHE"

CNMCak MoK AKHEHHER: NEpCaHANMEHPOEaHHE: CH

E:‘r-1l'1Tl'1|:ll:lEi-E|TI:-. o

Belxoa

£

PucyHok 25 - NMpunoxxeHne «APM 3Muccumn». Bknagka «3mutuposaHme CH»

Bknagka «9MutnposaHme CH» rnaBHOro oKHa AaHHOrO NMPUIOXEHUS COAEPKUT
HoMep pabouyero CH3, a TakXe CnMCOK MNOAKNOYEHHbIX 3MUTMpOoBaHHbIX CH, C
yKa3aHMeM Wunx CepumHoOro Homepa. 3IMUCCUO AaHHoro «CekpeTa» MOXHO
OCyLLeCcTBMTb, Bbl6paB COOTBETCTBYHOLWIMA 3SAEMEHT CNUCKA W HaXaB KHOMKY
<OMUTUpoBaTb...> (pucyHok 25). (Ecnn He BblIbpaH HM OAMH 3NEeMeHT ChNucKa,
KHOMKa <DMUTUPOBATb...> HEAOCTYMHa).

B nossumBweMca oOkHe Heobxoaummo BBectun PIN-koa pabouvero CHD,
NMONyYeHHbIN NpU reHepaummn knyeson nHpopmaumm CHI (pucyHok 26).
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Amccka CH

EBeeamTe PIMN-K04

MaeHTHdmkaTop Cekperta: ooooaol 267

lMa CekpeTta: SME

PIN-k0a; |

PucyHok 26 — OkHo BBoaa PIN-koana ansa ucnonbsyemoro CHD

Ecnn PIN-kog BBeaeH HeBepHO, Nocne Ha)xatuss KHonkn <OK> Ha 3KpaH
BbIBOANTCS onoselleHne o6 owmnbke B xoae ammccum CH (pucyHok 27).

Ammccva CH F‘

PucyHok 27 - OnoseweHue 06 owmnbke B xone asmmccumn CH

Echn PIN-koa BBeaeH BepHO, TO Ha 3KpaH BbiBOAUTCA coobueHne 06
yCnewHOM BbINO/IHEHNM npoueaypbl aMuccumn «CekpeTta» (pUCYHOK 28).

Ammccva CH F‘

Ik

PucyHok 28 - Coo6wieHme 06 ycnewHoM BbinoJiHeHMu npoueaypbl smmccun CH

Mpy >TOM Ha 3KpaH TakKXe BbIBOAUTCA OKHO CO CMAMCKOM COb6bITUH,
npomsoweawmnx B npouecce ammccun CH (pucyHok 29).
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= Inmccva CH

BRINOAHAETCA NPOUEAYRS 3MHMCCHH CH, Mo ACTE, NOACHAMTE, ..

Epema CoobweHHe
BeinonHAeTca smuccka CH [id: 0000001200]
SmmcckA CH [id: 0000001 200] BEINONHEHS YCAEWHD
SmHcckA CH 3aeeplueHa,
KONHYECTED YONEWHD IMMTHPOEAHHEL YCTPORCTE: 1.
KOAMYECTED HE 3MMTHPOEAHHELX YCTPORCTE: O

3acpeiTe

7

PucyHok 29 - OKHO CO CNMMCKOM co6bITUi, Nnpousowenwmx B npouecce amuccuun CH

Mocne ycnewHoro BbIMOJIHEHMUSA Mpoueaypbl SMUCCUM CTAHOBUTCS BO3MOXHOMN
pabota ¢ CH. [logpobHee 06 3TOM CM. B PpYyKOBOACTBax MNosib3oBaTens
(11443195.4012.031-90) n agMuHuctpatopa (11443195.4012.032-90).

2Muncemsa CHCA npousBoamTcsa aHanornyHo asmmccum CH.

3.4 CmeHa PIN-kopa CH3D

Ecnn Bnapgeney CH2 cuumtaetr PIN-kKOoA CKOMMPOMETUPOBAHHLIM, OH MOXET
CMeHUTb gencrteyrowmnin PIN-koa Ha HoBbIN. Mpn 3ToM CHD gosmxeH 6biTb NOAKIOYEH
K USB-nopTy komnbioTepa. [na cMeHbl PIN-koga HeobxoauMMo BO BK/agke
«YnpasneHne CHO» npunoxeHma «APM DMuccmm» BblbpaTtb U3 CNUCKA HYXHbih CHD
M HaXxaTb KHoMNKy <CMeHunTb PIN-koa> (pucyHok 30).

BHUMAHME! Bo BpeMda BbINONHEHUA onepaumm cMeHbl PIN-koga He
oTKNo4YanTe ycTponcteo «Cekpetr» oT USB-nopta KoMmMnbikTepa, T.K. 3TO MOXET
NMPUBECTU K HapyLleHuto ero pabotocnocobHocTu!
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== APM 3muccud [Bepova 1.0 (build 00191)] -

dafn

SMHTHPOEaHKE CH AvEnHpOEaHHE [EHEpALHA ¥npasneqre CHZ

COMEOK NOAKNHIYEHHER: CHApA®EHHER: CH:

CINHCaHHE

| CHMEHHTE PIM-KOA...
SHE

H pabodHi

Brlxoa,

=

PucyHok 30 - TnaBHOe OKHO npuno)xeHuna «APM dMmuccun>». Bknagka «YnpasneHume CH2»

B nosiBuBweMcs okHe cnegyeT BBecTu crtapbii PIN-koa ana gaHHoro CHD
(pucyHok 31).

CnedHa PIN-kopa CH3

EBeeamTe PIMN-K04

MaeHTHdmkaTop Cekperta: ooooaol 267

lMa CekpeTta: SME

PIN-k0a; [

OTHEHS

PucyHok 31 - OkHo BBoaa PIN-kopaa ana aaHHoro CHD

B cnydae koppekTHoro eeoga crtaporo PIN-koga CH2 Ha akpaHe nosiBnsieTcs

coobuweHne 06 ycnewHon cmeHe PIN-kopaa (pUCYHOK 32), KOTOpPbIA FeHepupyeTcs
aBTOMaTUYECKMW.
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APM IMACCA

o ZMeHa PIN-k04a CHS BRINOAHEHE YCNeWwHD

(84

PucyHok 32 - CoobwieHmne 06 ycnewHoit cmeHe PIN-koga CHD

Mocne HaxaTna KHonkn <OK> Ha 3KpaHe nossBUTCS OKHO C HOBbIM PIN-koAOM
CHD3, koTopbI HEO6XOAMMO 3aMOMHUTb UM HAAEXHO COXpaHuUTb (pUCyHok 33).

= APM IMMCCHM
0,03 BRINONHEHA YCRELWHD,

3aAN0OMHHTE J-k0 COxXPaHHMTE Er0 E
HEAOCTYNHOM ANnA Apyr AL, MECTE,

CEQHAHEIR HOMER; 0000001267

lma: SME

Hoewif PIM-toa; 229265

Meqate JaKPEITE

PucyHok 33 - OkHO c HoBbIM PIN-koaom ansa CHD

MMeeTca BO3MOXHOCTb neyat HoBoro PIN-koga € nNOMOWbK KHOMKU
<[leyaTb>.

= APM 3MMCCHM [?]

HoekIA PIN-E0A He BeIN pacneqdaTaH.
PacnedaTaTe?

Het OTMEHS

PucyHok 34 - Npeaynpexaatowee coobuieHume

B cnyuyae ecnm HoBbin PIN-koa He 6bln pacnedaTaH, Ha 3KpaH BbIBOAMTCS
npeaynpexaawuiee coobuweHne (pucyHok 34). B cooTBETCTBUM C MNPUHATbIM
pelweHnem creayeT HaxaTb KHonky <[la>, <HeT> nnm <OTMeHa>.

3.5 Pasz6nokuposaHue CHD

B cnyuyae Tpex nocriegoBaTesibHbIX HeyAaudHbIX NonbiToK BBoAa PIN-kopa CH3
6nokupyetca n pabora C HMM CTAaHOBUTCS HEBO3MOXHOM. pn 3TOM ero craTyc BO
BKNnagke <«Yrnpasnenme CH3» npunoxeHna <«APM 32Muccmm» U3MeHsIeTCs Ha
«3abnokMpoBaHHbIN» (pUCyHoOK 35).
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= APM Inico [Bepowa 1.0 (build 00191)] -

main
IMHTHROEaHHE ZH AwAnHpoBaHHE IeHepauma ¥npagneHHe CH

CAMEOK MO AKIKHEHHEX CHApAMEHHEL |

CepHAHEIA HoMep | O

PazGnoKHpoEaTE. ..

Belxoa

PucyHok 35 - Bknagka «yYnpasneHue CH3>» npunoxxenuusa «APM dMuccun»

Ona paszbnoknposaHns CH3 HeobxoamMo BbibpaTb M3 CNMUCKA MOAKIKOYEHHbIX
CHapsiXeHHbIX CHD Hy>XHbIM 1 HaxaTb KHOMNKY <Pa36nokupoBaTb>.

B nosiBMBWEMCSA Aanee OKHe cneayeT BBeCTU ko peruncrtpaumn CHD, KOoTopbin
Heobxoanmo pazbnokmpoBaTb (PUCYHOK 36).

BHUMAHME! Bo BpemMs BbINOSHEHUA onepaumn pa3biokKMpoBaHUS He
oTKNo4YanTe ycTponcteo «Cekpetr» oT USB-nopTta KoMnbioTepa, T.K. 3TO MOXET
NMPUBECTU K HapyLlleHuto ero pabotocnocobHocTu!

PazbnokwpoeaHwe CH3

BEEAHTE K04 PEFMCTRALMH

MaeHTHdmkaTop Cekperta: 00ooaol 299

lMa CekpeTta: SME

Koa permcTpaunm [

PucyHok 36 — OkHO BBoAa koaa perncrpauuu CH, koTopbii Heo6xoauMo pa36bnokupoBaTtb
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NMocne KOPpPEKTHOro BBOAA KOAA pPerncTtpauuMm Ha 3SKpaH BbIBOAUTCS
coobuweHmne 06 ycnewHom pasbnokuposaHumn CHD (pucyHok 37).

APM 3MMCCmM l?‘

o PazBnoKHpoEaHke CHI BRINOAHEHD YCNEWHD

]

PucyHok 37 — OnoBeweHue o pasbnokuposke CH3

Mocne HaxaTuns KHoMkKM <OK> Ha 3KpaH BbIBOAUTCS coobuieHne ¢ HoBbIM PIN-
kogoM CH3, koTopblh HeobxooMMO 3anOMHWUTb WAM  HAAEXHO COXPaHUTb
(pncyHok 38).

= APM IMMCCHM

WMHOM ANA ApYT AL, MECTE,
CEQHAHEIR HOMER; 0000001299

lma: SME

Hoewif PIM-toa; 4835952

Meqate JaKPEITE

PucyHok 38 — OkHoO ¢ HOoBbIM PIN-koaom pas6nokuposaHHoro CH2

Ecnn PIN-koa He 6bin pacneyaTaH, TO MO HaXaTuM KHOMKWM <3aKpbITb> Ha
3KpaH BbIBOAUTCA npeaynpexaatouwee coobuieHne (pucyHok 39).

- [x]

HoekIA PIN-E0A He BeIN pacneqdaTaH.
PacnedaTaTe?

Het OTMEHS

PucyHok 39 - NMpeaynpexpawowiee coobuieHme

B cooTBeTCTBMM C MNPUHATBIM peleHneM crieayeT HaxaTb KHonky <[da>,
<HeT> unn <OTMeHa>.

Mocne ycnewHoro pa3bnokmpoBaHusa ynpasneHne CH3  cTaHOBUTCH
BO3MOXHbIM.
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4 MNepeyeHb NPUHATbIX COKpaLeHU n 0603HaAYEeHN M

APM ABTOMaTM3MPOBaHHOe paboyee MecTo

0oC OnepauunoHHas cucreMa

MAK MporpamMMHo-annapaTHbIi KOMNAEeKC

no MporpaMMHoe obecrneyeHune

NMn3BM MepcoHanbHasa 3/1eKTPOHHO-BbIYNCIUTENIbHASA MalunHa
PC Pabouas craHums

CH CneuvanbHbli HOCUTESNb

CHCA CneunanbHbli HOCUTENb CepBepa ayTeHTUdMKaLMK
CH3 CneumanbHbI HOCUTENb SMUTEHTA
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